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Abstract

Bitcoin, a $2T titan with 70% of its capital dormant (Chainalysis, 2025), stirs to life.
Against a backdrop where 27.5% of transactions utilize OP_RETURN (2025), our trinity—
OP_RETURN for intent, MAST for contracts, W_PROOF for proof—empowers W, a
sovereign BTC claim. Crafted via timewrap, boosted by yieldwrap into yTokens, and driven
by WTF farming, it breaks the Dormant Capital and Trapped Liquidity Paradoxes. This
is Bitcoin’s Magna Carta for DeFi: secure, scalable, sovereign, paving a yield curve for the
future generations.
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1 Introduction: The Paradox of Dormant Capital on Bitcoin

Bitcoin is digital gold, a $2T fortress of sovereignty, its final settlement forged in Satoshi’s
unyielding code. Yet, 70% lies dormant—a trillion-dollar dragon craving to breathe DeFi fire.
The trinity—OP_RETURN, MAST, W_PROOF—ignites it, turning idle BTC into a sovereign
yield machine, with a cheeky nod to WTF farming.

Empirical data underscores this: as of 2025, Chainalysis reports indicate that over 70% of
BTC remains dormant (unmoved for over a year), representing trillions in untapped economic
potential. To make Bitcoin productive, the market has historically converged on wrapped assets
(e.g., WBTC). However, these introduce critical vulnerabilities, trading cryptographic certainty
for counterparty trust, resulting in an IOU rather than a true representation of Bitcoin.

This paper directly confronts two fundamental problems that have hindered Bitcoin’s finan-
cial evolution:

1. The Dormant Capital Paradox: Over 70% of BTC lies idle, unable to be used as
productive collateral without custodial risk.

2. The Trapped Liquidity Paradox: In existing AMMs, liquidity positions are illiquid,
locking capital away from other opportunities.

Our framework solves the first paradox with W, a sovereign synthetic claim on BTC, and the
second with yTokens, which transform illiquid LP positions into liquid, yield-bearing assets, using
the technological trinity of OP_RETURN for intent signaling, MAST for contract compression,
and W_PROOF for cryptographic validation. The trinity resolves these by enabling verifiable,
efficient, and private operations. Our contribution is a formal specification for a two-tiered
system: a Sovereign Collateralization Primitive and a Universal Yield Primitive.

This framework is engineered for longevity, anticipating Bitcoin’s role in global finance over
the next 10 years. It prioritizes minimalism, composability, and cryptographic verifiability to
withstand evolving threats like quantum computing and regulatory pressures.

1.1 Assumptions and Threat Model

To ensure clarity, we explicitly define our assumptions and threat model. These form the foun-
dational constraints under which the protocol operates, ensuring its robustness in real-world
scenarios:

• Assumptions: Bitcoin’s consensus remains secure (no 51% attacks). Indexers are hon-
est but potentially centralized; users act rationally in their self-interest. The protocol
assumes a high-value settlement use case, not high-frequency trading. We presuppose
that participants have access to basic tools like wallets and node connections, and that
the technological trinity (OP_RETURN, MAST, W_PROOF) functions as per Bitcoin’s
specifications.

• Threat Model: Adversaries include malicious miners (MEV extraction), colluding in-
dexers (state forks), and griefing attackers (spam). We assume no quantum adversaries in
the short term (Taproot’s Schnorr signatures are vulnerable long-term). Regulatory risks
(e.g., yield as securities) are acknowledged but out-of-scope for technical specification. The
model accounts for censorship attempts, where the sovereign path serves as a failsafe, and
assumes that on-chain evidence (via OP_RETURN and W_PROOF) deters reputational
attacks. W_PROOF mitigates MEV via proofs, ensuring verifiable integrity even under
adversarial conditions.
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2 Related Work and Positioning

This framework builds upon and improves existing efforts in Bitcoin DeFi. We position it
relative to prior art, highlighting how it advances beyond limitations in custody, complexity,
and sovereignty:

• Custodial Wrappers (e.g., WBTC [2018]): Centralized custody introduces single
points of failure. Our non-custodial vaults eliminate this risk by leveraging MAST for
private, multi-path scripts.

• Threshold-Based Wrappers (e.g., tBTC [Threshold Network, 2020]): Uses thresh-
old signatures for decentralization but requires ongoing signer availability. Our Taproot-
based vaults are simpler, with security derived from on-chain scripts rather than commit-
tees, validated via W_PROOF.

• Off-Chain Computation (e.g., BitVM [Robin Linus, 2023]): Enables arbitrary
computation but is complex for simple collateralization. Our protocol is optimized for
specificity, achieving efficiency without general-purpose overhead, using OP_RETURN
for lean signaling. Our trinity surpasses BitVM’s complexity by compressing logic into
verifiable, on-chain primitives.

• Ordinal/BRC-20 Ecosystem (e.g., Casey Rodarmor [Ordinals, 2023]; Domo
[BRC-20, 2023]): We compose with these, extending BRC-20 via contextual interpre-
tations without forking the standard, and integrate yTokens for yield without additional
bloat.

• Alternatives like renBTC or Ark: These rely on external bridges or liquidity protocols.
Our on-chain, sovereign approach minimizes dependencies, with the technological trinity
ensuring trustless operations.

Our innovation lies in combining Taproot’s multi-path scripts with BRC-20 for a self-healing,
incentive-compatible system, achieving sovereignty not present in prior works. Over the next
decade, this positions the framework as a foundational layer for Bitcoin-native financial products,
enabling interoperability with emerging L2 solutions and cross-chain standards, while addressing
the scalability and centralization issues of predecessors.
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3 The Technological Trinity

The framework’s power lies in the elegant interplay of three core Bitcoin technologies, forming
a trinity that ensures minimalism, verifiability, and sovereignty. With 27.5% of Bitcoin trans-
actions (2025) using OP_RETURN/Inscriptions, our lean <80-byte Intent respects Bitcoin’s
efficiency, contrasting with bloated BRC-20/Runes, and drives sovereign DeFi utility. This trin-
ity resolves key challenges in meta-protocols by balancing on-chain commitments with off-chain
verifiability:

1. OP_RETURN (The Intent): We use minimal (<80 bytes) OP_RETURN payloads
to signal user intent (e.g., mint, burn). This is a public, uncensorable declaration that
avoids blockchain bloat and the political concerns of storing large data on-chain, respecting
Bitcoin’s efficiency while enabling clear, verifiable instructions. It serves as the entry point
for operations like timewrap and yieldwrap, ensuring low-cost signaling without spam.

2. MAST (The Contract): The Sovereign Vault’s three spend paths (Collaborative, Sovereign,
Liquidation) are not stored in a complex, exposed script. They are compressed into a sin-
gle, private, and efficient Taproot address using a Merkleized Abstract Syntax Tree. Only
the path that is actually used is ever revealed on-chain, minimizing information leakage
and enhancing privacy. MAST allows for extensible, future-proof designs, such as adding
custom lock periods or DeFi integrations.

3. W_PROOF (The Proof): This is the cryptographic glue that binds the Intent to the
Contract. The W_PROOF, revealed in the transaction’s witness, is a set of control blocks
that proves the Sovereign Vault was constructed according to the canonical rules. The
indexer acts as a Prover, using this proof to validate the entire operation without needing
to trust any party. It ensures that every mint or burn is cryptographically tied to the
vault’s structure, preventing fraud.

This trinity—OP_RETURN for signaling, MAST for structuring, and W_PROOF for
proving—creates a lightweight, secure, and fully verifiable system, setting it as the backbone of
all operations in the protocol. For example, in timewrap, OP_RETURN signals mint, MAST
structures vault, W_PROOF proves it. It addresses historical issues in Bitcoin meta-protocols
(e.g., limitations in Colored Coins) by prioritizing efficiency and privacy, making the framework
scalable for high-value DeFi applications.
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4 Game-Theoretic Foundation: Solving the DeFi Trilemma on
Bitcoin

The structural integrity of the W protocol is not derived from altruistic assumptions but from a
rigorously designed, incentive-compatible system. It solves the DeFi Trilemma on Bitcoin: the
impossibility of simultaneously achieving Decentralization, Capital Efficiency, and Trustlessness
with legacy architectures. Our framework achieves this by creating a sequential game where
honest cooperation is the Subgame Perfect Nash Equilibrium, with the technological trinity
ensuring verifiable enforcement of rules.

4.1 The Players and the Game Tree

The core interaction is an unwrap operation, modeled as a sequential game between two rational
actors: the User (Alice), who wishes to redeem her collateral, and the Operator, which acts as
a co-signing agent for operational efficiency. The Sovereign Vault’s paths, structured via MAST
and validated by W_PROOF, form the game’s ruleset.

The game tree is as follows:

• Alice’s Move: Alice initiates the unwrap. She has two initial strategies:

– Request Collaborative Unwrap: Engage the Operator to use the fast, 2-of-2 multisig
path, signaled via OP_RETURN.

– Initiate Sovereign Unwrap: Begin the process of waiting for her unilateral time-lock
to expire (∼2 years, 105,120 blocks), enforced by MAST.

• Operator’s Response (if Alice requests collaboration): The Operator can choose
to:

– Cooperate: Co-sign the transaction, enabling instant redemption, with W_PROOF
confirming validity.

– Defect (Censor): Refuse to sign, forcing Alice to wait, exposing the defection on-
chain.

• Alice’s Final Move (if censored): If the Operator defects, Alice waits for the sovereign
time-lock to mature and recovers her BTC, using the MAST path for private execution.

4.2 Payoff Analysis and Backward Induction

To find the equilibrium, we use backward induction, analyzing the game from the end, incorpo-
rating the verifiability provided by the technological trinity.

• At the Final Stage (Alice’s choice after being censored): Alice faces a simple
decision: wait for the time-lock and recover her full collateral (minus higher transaction
fees and time cost) or do nothing and lose everything. The rational choice is to recover
her capital, validated by W_PROOF in the witness. Her payoff is (Collateral - Sovereign
Path Cost - Time Cost). For 1 BTC ($150k in 2025), Collaborative yields $150k + $150
fee (0.1%); Sovereign yields $150k - $300 fees (time cost, 2 years). Operator’s Coopera-
tion yields $150 fee vs. -$1,500 reputational loss (on-chain via OP_RETURN), making
defection a fool’s game.

• At the Preceding Stage (Operator’s choice): The Operator, a rational actor, antici-
pates Alice’s move. If it chooses to Defect (Censor), it gains nothing and incurs a reputa-
tional cost (public, on-chain evidence via OP_RETURN and W_PROOF). Its payoff is (0
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- Reputational Cost). If it chooses to Cooperate, it earns a small protocol-defined fee and
reinforces its utility, with MAST minimizing information leaks. Its payoff is (Cooperative
Fee). Since (Cooperative Fee) > (0 - Reputational Cost), the Operator’s rational move is
to Cooperate.

The Nash Equilibrium: The Subgame Perfect Nash Equilibrium is for Alice to request
the collaborative path and for the Operator to cooperate. The sovereign path acts as a credible
threat, a “thermonuclear deterrent” making defection irrational for the Operator.

4.3 The Third Player: The Permissionless Liquidator

The liquidation path introduces a third actor: “Anyone”, motivated by a ∼0.5% fee to police
abandoned vaults (after user-chosen lock, e.g., ∼1 year, 52,560 blocks).

• The Game: If a vault is abandoned, a Liquidator proposes a transaction to burn W
tokens and send BTC to the protocol treasury, signaled via OP_RETURN.

• Operator’s Role: The Operator acts as a validation automaton, only signing if the
burn is valid (correct burn, correct treasury address), confirmed by W_PROOF. It cannot
initiate liquidation or redirect funds.

• Equilibrium: This creates a permissionless cleanup mechanism, ensuring the 1:1 peg is
maintained by a decentralized market of profit-driven actors, with MAST enabling efficient
path revelation.

Conclusion: The Sovereign Vault’s three-path system, encoded via MAST and verified by
W_PROOF, is not just a set of features; it is a finely tuned economic engine. It solves the DeFi
Trilemma on Bitcoin by making trust unnecessary. The system is secure not because we trust
the Operator to be honest, but because we have made it game-theoretically unprofitable for the
Operator to be anything else, with every action being publicly auditable via the OP_RETURN
log. OP_RETURN audits every action, providing an immutable record that deters defection.
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5 Why Nobody Can Cheat

Per Section 4’s Nash Equilibria, cheating is futile. The trinity—OP_RETURN (signals), MAST
(hides paths), W_PROOF (validates)—locks the vault: Collaborative (instant, 2-of-2), Liqui-
dation (0.5% fee post-lock), Sovereign (2-year failsafe). Alice’s BTC is untouchable.

• Collaborative Path: Alice and the Operator sign for quick unlocks, with W_PROOF
proving the vault’s structure.

• Sovereign Path: After ∼2 years (105,120 blocks), Alice alone opens the vault, using
MAST for private revelation.

• Liquidation Path: After the user-chosen lock (e.g., ∼1 year, 52,560 blocks), anyone
burns W to free BTC to a treasury, earning ∼0.5%. The Operator signs only valid burns,
signaled via OP_RETURN.

Alice can’t mint W without locking BTC—indexers check W_PROOF as the cryptographic
proof. The Operator can’t steal—Alice waits or relies on liquidation, with MAST hiding alter-
native paths. Abandoned vaults are recycled, keeping the system balanced, as OP_RETURN
provides an immutable audit trail. This design ensures cheating is not only detectable but eco-
nomically irrational, with every interaction tied to verifiable proofs. Refer to section 4 for the
full game-theoretic analysis, which underpins this security.
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6 The Sovereign Vault: A Simple, Scalable Engine

The Sovereign Vault is a Taproot safe locking BTC to mint W, a synthetic claim on Bitcoin. From
W, yTokens and WTF farming make capital grow. It’s a coffre-fort with three paths, powered by
Taproot and minimal OP_RETURN (<80 bytes, no spam). Alice accesses all paths—ensuring
her BTC is secure, liquid, and productive. The system is anchored in the technological trinity:
OP_RETURN for intent, MAST for contract compression, and W_PROOF for cryptographic
validation, creating a self-healing structure that scales with Bitcoin. Trinity powers the vault:
OP_RETURN signals operations, MAST compresses paths, W_PROOF validates integrity.

6.1 Minting W: The timewrap

Alice wraps BTC via timewrap, a high-level operation executed in two steps to resolve fee
circularity, leveraging the trinity for efficiency:

• Commit: She creates a Taproot UTXO with a W_PROOF proving her vault’s design,
using MAST to compress paths.

• Reveal: She locks 1 BTC in the vault, minting 1 $WBTC via OP_RETURN ({"p":
"brc-20", "op": "mint", "tick": "W", "amt": "100000000"}), with W_PROOF
validating integrity.

The vault has three paths, each optimized by the trinity:

• Collaborative: Alice + Operator sign instantly, signaled via OP_RETURN.

• Permissionless Liquidation: After the user-chosen lock (e.g., ∼1 year, 52,560 blocks),
anyone burns W, sending BTC to a treasury. The Operator verifies burns off-chain via CSV
(<user_chosen_lock> OP_CHECKSEQUENCEVERIFY), signing only valid proposals.
W_PROOF ensures vault integrity.

• Sovereign: After ∼2 years (105,120 blocks), Alice alone unlocks, with MAST ensuring
privacy.

Alice’s Power: Alice uses the collaborative path for speed, liquidation path if abandoned,
or sovereign path as the ultimate failsafe. Her capital is never lost, as the trinity guarantees
verifiability.

6.2 Unwrapping W

Alice burns W ({"p": "brc-20", "op": "burn", "tick": "W", "amt": "100000000"})
using any path, with OP_RETURN signaling the burn and W_PROOF validating the path
via MAST. Collaborative is fastest; liquidation recycles if abandoned; sovereign is her long-term
failsafe.

6.3 Growing W: The yieldwrap

Alice mints yW by providing W to a W-OPQT AMM pool with a simple operation ({"p":
"brc-20", "op": "swap", "init"... "wrap": true}), where OP_RETURN signals the
yieldwrap, compatible with W_PROOF for sovereign validation. This mints yW, a liquid token
representing her share of the pool plus accrued fees. Yield compounds passively as pool reserves
grow—no manual claiming. After the lock (10,000 blocks), she burns yW for W plus yield, then
unwraps to BTC, with MAST enabling potential extensions like custom locks.
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6.4 From Theory to Practice: The Trustless Operator

These primitives—timewrap, yieldwrap, and the Sovereign Vault—are powerful but technical.
To make them accessible, an open-source, trustless frontend Operator serves as an interface.

This Operator is not a custodian; it is a transaction constructor. It helps Alice build and
sign the necessary PSBTs with a single click, but she always retains final control in her own
wallet. The Operator can be forked, replicated, or replaced by anyone, ensuring the protocol
remains fundamentally permissionless.

The Sovereign Vault is Bitcoin-native but technical. Our open-source, trustless frontend
Operator simplifies it. Alice wraps BTC, swaps W for LOL, and farms WTF with a click—
without trusting a custodian. The Operator is a transaction builder, not a gatekeeper.

6.4.1 Alice’s Journey

Alice wraps 1 BTC into W on our open-source Operator, swaps W for LOL, farms WTF rewards
in W-LOL pools, and earns 2% yield on yW. After a year, she unwraps 1.02 BTC or uses yW
as collateral for a DeFi loan, all while farming more WTF. If censored, she waits two years. If
she disappears, a liquidator recycles her BTC after her chosen lock. Her capital is alive and
productive. Trinity in action: OP_RETURN signals yieldwrap, MAST compresses Yield Path,
W_PROOF validates.

6.5 The Power of Taproot

Taproot is Bitcoin’s Lego box. Each spend path is a brick, compressed into one address.
OP_RETURN signals intent, respecting Bitcoin’s efficiency and avoiding spam concerns raised
in v0.30 debates. Together, they enable new paths, pools, or L2 integrations without changing
Bitcoin, with the trinity ensuring seamless scalability.

6.6 Solving the Twin Paradoxes

The three paths crack the Dormant Capital Paradox, and yTokens crack the Trapped Liquidity
Paradox:

• Collaborative: Liquidity for swaps and trading.

• Liquidation: Recycles abandoned capital, keeping the peg.

• Sovereign: Alice’s ultimate control.

• yTokens: Transform illiquid LP positions into liquid, yield-bearing assets.

Alice’s Story: Alice wraps 1 BTC via the Operator, farms WTF in W-LOL swaps, earns
yield on yW, and unwraps 1.02 BTC. If censored, she waits two years. If she disappears, a
liquidator recycles her BTC after her chosen lock. Her capital is alive and productive.
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7 yTokens: Solving the Trapped Liquidity Paradox

The yToken protocol transforms illiquid AMM liquidity positions into liquid, yield-bearing as-
sets, solving the Trapped Liquidity Paradox. By adding a single boolean field ("wrap": true)
to a BRC-20 swap operation, users mint yTokens (e.g., yW, yLOL, yOPQT) that represent their
share of an AMM pool plus accrued trading fees. yTokens are tradable, transferable, and us-
able as collateral, all while growing passively—no complex actions required. Paired with WTF
farming, yTokens create a sovereign, composable DeFi ecosystem on Bitcoin, integrating the
technological trinity of OP_RETURN for signaling, MAST for extensibility, and W_PROOF
for validation. Trinity enables yTokens: OP_RETURN for "wrap": true, MAST for exten-
sions, W_PROOF for validation.

7.1 The yToken Mechanism: Simple and Sovereign

yTokens are minted via the yieldwrap operation, a contextual extension of BRC-20 swaps, using
OP_RETURN for minimal signaling:

1 {
2 "p": "brc -20",
3 "op": "swap",
4 "init": "W,OPQT",
5 "amt": "1000000" ,
6 "lock": "10000" ,
7 "wrap": true
8 }

• Without "wrap": true: The user creates a standard, illiquid LP position in the W-
OPQT pool.

• With "wrap": true: The protocol mints 1,000,000 yW, a liquid token representing the
user’s share of the pool plus future fees, validated via mechanisms akin to W_PROOF.

Wrapping Existing Positions: Users with standard LP positions can tokenize them later,
signaled through OP_RETURN:

1 {
2 "p": "brc -20",
3 "op": "swap",
4 "wrap": "LOL ,OPQT",
5 "amt": "500000"
6 }

Naming Convention (KISS): The prefix “y” stands for “Yield.” The yToken reflects the
deposited asset and pool, extensible via MAST:

• W in W-OPQT pool → yW

• LOL in LOL-OPQT pool → yLOL

• OPQT in OPQT-W pool → yOPQT

7.2 How Yield Works: Passive Appreciation via Redemption Ratio

The yToken yield mechanism is elegantly simple, requiring no user action, and leverages the
trinity for verifiable growth:
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• Fees Augment Reserves: Trading fees (e.g., 0.3% per swap) are retained in the AMM
pool, increasing the total amount of the underlying assets (e.g., more W and OPQT in the
W-OPQT pool).

• Fixed yToken Supply: The total supply of a yToken (e.g., yW) remains fixed, only
changing when users yieldwrap or burn their positions.

• Passive Appreciation: Because the underlying reserves grow while the yToken supply
does not, the redemption value of each yToken increases over time. A user who burns 1
yW later will receive more W than they initially deposited. The yield is realized upon
redemption.

Example: Alice deposits 1,000 W ($150M at $150k/BTC in 2025) into a W-OPQT pool,
receiving 1,000 yW. The pool earns 0.3% fees/swap, yielding 10 W ($1.5M, 1%) yearly. After
10,000 blocks (∼69 days), she burns 1,000 yW for 1,010 W ($151.5M), then unwraps to 1.01
BTC. No claiming—trinity-verified reserves grow passively, doubling her capital’s power for DeFi
loans or trading.

7.3 Sovereignty Guarantee

yTokens are fully sovereign, inheriting the trinity’s robustness:

• Trustless Redemption: Alice burns yW to W + yield, then W to BTC, using the
vault’s paths (collaborative, sovereign, liquidation). No intermediary can block this, with
W_PROOF ensuring validation.

• Liquidity and Composability: yTokens are tradable and usable as collateral (e.g., DeFi
loans), doubling capital efficiency, extensible via MAST.

• Transparency: Fees and reserves are on-chain, verifiable by indexers, with OP_RETURN
providing audit trails.

7.4 WTF Farming: Igniting Bitcoin’s DeFi Flywheel

While yTokens provide passive yield, the WTF token provides active incentives to bootstrap the
ecosystem. By rewarding users who provide liquidity to key pairs like W-LOL, W-WTF, and
W-OPQT, the protocol solves the cold-start problem and creates a powerful liquidity flywheel:

1. Users timewrap BTC into W to access the best WTF farming opportunities on these pairs.

2. Increased W liquidity deepens the AMM pools.

3. Deeper pools attract more trade volume, generating more fees for yToken holders.

4. Higher yields and farming rewards attract more users, completing the cycle.

This flywheel, signaled via OP_RETURN and validated by W_PROOF, ensures sustainable
growth, with MAST enabling future expansions.

Example: Alice swaps W for LOL, farms WTF rewards, and holds yW for passive yield.
Her capital works twice: earning fees in the pool and rewards via farming.
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7.5 The Sovereign Yield Curve

yTokens enable Bitcoin’s first native yield curve, built on the trinity for verifiable, extensible
yields:

• yW (W-OPQT pool): The risk-free rate, backed by BTC.

• yLOL (LOL-OPQT pool): Reflects LOL’s credit risk via yield spread.

• yWTF, yOPQT: Additional pairs expand the curve.

• Lock Periods: Different locks (e.g., 1,000 vs. 10,000 blocks) create a term structure,
customizable via MAST.

In the future, yTokens could power lending, derivatives, and structured products, all sovereign
and Bitcoin-native, with OP_RETURN and W_PROOF ensuring transparency.

Diagram:

BTC --(timewrap)--> W --(yieldwrap)--> yW --(fees)--> Growing Value
Sovereign Vault AMM Pool Liquid, Yield-Bearing

| | |
+--(swap)--> WTF Farming (W-LOL, W-WTF, W-OPQT)
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8 Prover Model

Indexers validate operations as stateless Provers, recomputing state from the blockchain to en-
sure trustless integrity. They act as deterministic verifiers, applying open-source rules to on-chain
data, with the technological trinity providing the proofs needed for efficiency. This model enables
client-side validation, reducing centralization risks and scaling with Bitcoin’s ledger. Provers use
W_PROOF as glue for validation, ensuring every state transition is cryptographically sound.

• timewrap Validation: Link mint (via OP_RETURN) to Commit, verify W_PROOF
in the witness to confirm vault structure and amount consistency. Ensure the re-derived
address matches the on-chain Sovereign Vault.

• unwrap Validation: Check burn (via OP_RETURN), validate the spend path (using
MAST control blocks) and ensure amount matches the unlocked collateral.

• yieldwrap Validation: Verify swap with "wrap": true (signaled via OP_RETURN),
mint yToken, track reserves for passive appreciation, and confirm lock periods.

Provers prevent fraud by enforcing cryptographic invariants, such as W_PROOF’s role in
binding intent to contract, making the system robust against colluding actors or forks. This
decentralized verification aligns with Bitcoin’s ethos, ensuring scalability and resistance to cen-
tralization.
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9 Security: A Fortress Built on Bitcoin’s Core Principles

The W protocol’s security is not an afterthought; it is an emergent property of its minimalist
design. It achieves robustness by adhering to Bitcoin’s core principles: cryptographic truth,
game-theoretic incentives, and sovereign control. We analyze its resilience across three layers:
cryptographic, economic, and systemic, highlighting how the technological trinity forms an inte-
grated defense. With 27.5% of txs using OP_RETURN (2025), our usage is minimal and avoids
bloat, positioning the protocol as a responsible evolution.

9.1 Cryptographic Security

• Taproot and MAST: The Sovereign Vault uses Taproot’s Schnorr signatures and Merkleized
Abstract Syntax Trees (MAST) to compress scripts (collaborative, sovereign, liquidation)
into a private address. Only the intended path is revealed, minimizing attack surface and
enabling efficient, hidden complexity.

• W_PROOF: Each vault includes a cryptographic proof (W_PROOF) in the witness,
verified by stateless indexers. This prevents fraudulent minting or double-spending, bind-
ing OP_RETURN intent to MAST contracts.

• OP_RETURN Minimalism: Using <80 bytes for BRC-20 operations, the protocol
avoids spam concerns (e.g., v0.30 debates) while maintaining efficiency, ensuring signals
are lean and verifiable.

9.2 Economic Security

• Incentive Compatibility: Nash Equilibria (section 4) align interests, enforced by the
trinity:

– Users: Cannot mint W without locking BTC, verified by indexers via W_PROOF.

– Operator: Cannot censor or steal, as users can use the liquidation path (user-chosen
lock, e.g., 52,560 blocks) or sovereign path (105,120 blocks), with MAST protecting
alternatives.

– Liquidators: Earn 0.5% fees for burning abandoned W, incentivizing cleanup, sig-
naled via OP_RETURN.

• yToken Invariants:

– Collateralization: yToken supply is 1:1 backed by pool reserves, confirmed by
Provers.

– Locking: Redemption impossible before lock period (e.g., 10,000 blocks), time-
enforced like vault paths.

– Ownership: Only yToken owners can burn for underlying + yield, with W_PROOF-
like validation.

• WTF Farming: Rewards deepen liquidity, ensuring the 1:1 peg. Over-farming is miti-
gated by lock periods, with the flywheel creating self-reinforcing economics.

9.3 Systemic Security

• Censorship Resistance: If the Operator refuses to sign collaborative or liquidation
transactions, Alice uses the sovereign path after ∼2 years, ensuring no single entity locks
funds, with MAST preserving privacy.
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• Mass Abandonment: If many users abandon W, the permissionless liquidation path
recycles BTC to a treasury, maintaining integrity and preventing systemic bloat.

• MEV Protection: Commit transactions use private relays to prevent miner front-running.
MAST hides script details, reducing MEV opportunities, while OP_RETURN minimizes
exposed data. Trinity mitigates MEV via MAST privacy.

• Spam Mitigation: OP_RETURN usage is lean (<80 bytes), avoiding spam accusations
(e.g., Luke Dashjr’s concerns) and aligning with Bitcoin’s efficiency ethos.

• Fork Resistance: If Knots filters OP_RETURN, indexers can fork to alternative net-
works. The sovereign path remains unaffected, protected by W_PROOF.

• Operator Bugs: The open-source Operator is a transaction builder, not a custodian.
Bugs can be fixed by the community, and users retain control via wallets, with the trinity
ensuring core operations remain trustless.

• Regulatory Resilience: The non-custodial design (no KYC, no central control) mini-
mizes regulatory exposure. WTF and yW are protocol-native, not securities, with decen-
tralized validation reducing compliance risks.

9.4 Future-Proofing

• Quantum Resistance: MAST supports post-quantum upgrades (e.g., Lamport sig-
natures) without protocol changes, future-proofing W_PROOF. Trinity enables post-
quantum upgrades via MAST.

• Scalability: High-value focus (1 sat/vB fees) and L2 integration ensure efficiency, with
the trinity enabling low-overhead expansions.

The W protocol is a fortress: simple, sovereign, and secure, built to empower users like Alice,
with the technological trinity providing unbreakable defenses.
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10 Risks and Mitigations

This section comprehensively addresses potential risks, drawing from the threat model and
providing mitigations rooted in the protocol’s design. We categorize them for clarity, ensuring
completeness in analysis. Trinity mitigates MEV via MAST privacy, and integrates into all
mitigations for robust defense.

• Scalability: High-value focus; 1 sat/vB fees mitigate congestion. L2 for micro-yields
handles high-frequency needs, with MAST optimizing complex scripts.

• Indexer Centralization: Forking rejects bad indexers; the Prover model’s determinism
enables easy replication and community oversight.

• MEV: Private relays secure Commit txs, while MAST hides paths to reduce extraction
opportunities.

• Quantum Risk: MAST supports post-quantum upgrades; short-term reliance on Schnorr
is mitigated by ongoing Bitcoin evolution.

• Regulatory: Sovereign design avoids KYC reliance; non-custodial nature minimizes ex-
posure, with decentralized farming reducing central points of failure.

• yToken Risks: Lock periods prevent premature redemption; indexers ensure collateral-
ization via continuous Prover validation, preventing undercollateralization.

These mitigations ensure the protocol’s resilience, with the technological trinity providing
built-in safeguards against evolving threats.
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11 Future Work

To extend the framework’s impact over the next decade, we outline key areas for development,
building on its sovereign foundations. Trinity enables post-quantum upgrades via MAST, and
forms the basis for these expansions:

• Economic simulations for WTF farming, modeling flywheel dynamics under various market
conditions.

• Lightning integration for micro-swaps, leveraging MAST for hybrid on/off-chain paths.

• Formal script proofs for MAST, using tools like Coq to verify W_PROOF integrity.

• Treasury governance for liquidation proceeds, designing incentive-compatible models via
game theory.

• Post-quantum upgrades, integrating new signatures into the technological trinity.

• Yield curve analytics for yTokens, developing tools to track and predict sovereign rates.

These initiatives will enhance composability, ensuring the protocol evolves with Bitcoin.
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12 Conclusion

W, yTokens, and WTF transmute Bitcoin’s $2T hoard into a sovereign DeFi supernova, blazing
a yield curve for 2035. The trinity—OP_RETURN, MAST, W_PROOF—is the alchemical
key, forging Satoshi’s vision into reality.
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A Implementation Details

• Tickers: W, WTF, yW, yLOL, yOPQT, yWTF

• Magic Bytes: “W_PROOF”

• Sequences:

– Sovereign: 105,120 blocks

– Liquidation: user-chosen lock (e.g., 52,560 blocks)

– yToken Lock: 10,000 blocks

• Scripts:

1 Collaborative: <user_pubkey > OP_CHECKSIG <Operator_pubkey >
2 OP_CHECKSIGADD OP_2 OP_EQUAL
3 Liquidation: <user_liquidation_csv > OP_CHECKSEQUENCEVERIFY
4 OP_DROP <Operator_pubkey > OP_CHECKSIG
5 Sovereign: <105120> OP_CHECKSEQUENCEVERIFY OP_DROP
6 <user_pubkey > OP_CHECKSIG

• yToken: {"p": "brc-20", "op": "swap", "init": "W,OPQT", "amt": "1000000",
"lock": "10000", "wrap": true}

• OP_RETURN Example: {"p": "brc-20", "op": "mint", "tick": "W", "amt":
"100000000"} uses <80 bytes, aligning with 27.5% OP_RETURN txs (2025), ensuring
efficiency.

These details provide a complete reference for implementation, aligned with the technological
trinity. Trinity in code: OP_RETURN in swap, MAST in scriptTree, W_PROOF in validation.

B WTF Farming

Users initialize W-LOL, W-WTF, or W-OPQT swaps on the Operator, earning WTF tokens
as rewards. This section expands on the mechanics: Farming is initiated via OP_RETURN
signals, with rewards distributed based on liquidity depth and duration. Details in Operator
docs, including formulas for reward calculation to ensure fair, incentive-compatible distribution.



monsieur.foo 20

C Taproot Script Tree Code

1 const bitcoin = require(’bitcoinjs -lib ’);
2 const ecc = require(’tiny -secp256k1 ’);
3 bitcoin.initEccLib(ecc);
4 const NETWORK = bitcoin.networks.bitcoin;
5 const scriptTree = [
6 { output: multisigScript },
7 { output: sovereignScript },
8 { output: liquidationScript }
9 ];

10 const p2tr = bitcoin.payments.p2tr({
11 internalPubkey: NUMS_point ,
12 scriptTree ,
13 network: NETWORK
14 });

This code demonstrates MAST construction, essential for the Sovereign Vault’s multi-path
design. Trinity in action: MAST compresses, W_PROOF validates, OP_RETURN signals
usage.

D Collaborative Path Spending

1 psbt.addInput ({ ..., sequence: 0 });
2 psbt.setTaprootScriptSig (0, {
3 leafHash ,
4 signatures: [aggregatedSig]
5 });
6 psbt.setTaprootScript (0, multisigScript);
7 psbt.setTaprootControlBlock (0, p2tr.taprootControlBlocks [0]);

This PSBT example illustrates efficient collaborative spends, leveraging MuSig2 for signature
aggregation. The trinity ensures secure, verifiable execution.
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E Liquidation Path Spending

1 psbt.addInput ({ ..., sequence: 105120 });
2 psbt.addOutput ({ script: opReturnScript , value: 0 }); // BRC -20 burn
3 psbt.addOutput ({ script: opReturnScript , value: 0 }); // BRC -20 burn
4 psbt.setTaprootScript (0, liquidationScript);
5 psbt.setTaprootControlBlock (0, p2tr.taprootControlBlocks [2]);

This shows the liquidation mechanics, including CSV enforcement for time-locks, with W_PROOF
providing proof of validity.

F yToken Swap Operation

1 const swap = {
2 p: "brc -20",
3 op: "swap",
4 init: "W,OPQT",
5 amt: "1000000" ,
6 lock: "10000" ,
7 wrap: true
8 };
9 const opReturnScript = bitcoin.script.compile ([

10 bitcoin.opcodes.OP_RETURN ,
11 Buffer.from(JSON.stringify(swap))
12 ]);

This code compiles the OP_RETURN for yieldwrap, demonstrating integration with BRC-
20. Trinity enables this: OP_RETURN signals, MAST extends, W_PROOF validates.
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